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Pipeline Account Tips

* The pipeline accounts will be used to submit all Annual Reports, Incident Reports, Notifications,
Operators’ contact information updates & OPID related activities.

* All operators or their agents must create portal account through the PHMSA portal.

* The Pipeline accounts are intended to allow access to one or more OPIDs via one email-based
account per user.

* If user already has a PHMSA Portal account, there is no need to register again. Simply login using
Login.gov authentication procedure and request access to an OPID.

* Requests to access an OPID must be approved by the Compliance Officer or Compliance Assistant
on record for that OPID.

* If there 1s any OPID without a Compliance Officer, any Compliance Assistant or any person who
has submitted an annual report will be able to add or edit the Compliance Officer’s information.
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Accessing PHMSA Portal

e Go to https://portal.phmsa.dot.ecov/PHMSAPortal2
* Click “Sign in with Login.gov’ button.

The PHMSA Portal offers two login options: MyAccess for internal DOT wsers and LOGIN.GOV for external users. Select the appropriate method based on your user type.

MyAccess (For Internal DOT Users) LOGIN.GOV (External Users)
« For internal DOT users onky. + For external users with a Login.gov account.
« Login via PIV/CAC card or email. + Login via email and password.

# First-time users must register.
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https://portal.phmsa.dot.gov/PHMSAPortal2

Creating a Login.gov Account

e Click ‘Create an account' button.

0 LOGIN.GOV e

DOT-PPS is using Login.gov to
allow you to sign in to your account
safely and securely.

( Signin @te an accmD
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Creating a Login.gov Account

Create an account for new users
Enter your email address to begin. - —

nier your email address
Select your email language preference. < >

Read and check the ‘I read and accept the Select your email language preference

You will receive emails from Login.gov in the language you

Login.gov Rules of Use’ checkbox o,
Clle ¢ Smelt, button @nglish {defauD

(O Espanol

O Francais

O 3L (k)

ead and accept the Login.gov Rules of Use &

Q

U.S. Department of Transportation 811
Pipeline and Hazardous Materials Safety Administration '

m CHECK

THE BOX'




Veritying Email Address

* Check and open the email from Login.gov

e Click ‘Confirm email address’ button.

U LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours.

Confirm email address
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Creating a Strong Password

Create a strong password

* Enter your password.
Your password must be 12 characters or longer. Don't use
° Conﬁrm your password. common phrases or repeated characters, like abc or 111.
* Make sure you have green bars to have at assword
least ‘GOOd, Strength' LE Al AR AR LR RS R RS )

Click ‘Continue’ button.

Confirm password

] Show password

N |
Password strength: Great
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Setting Multi-Factor Authentication

O D Authentication application

Download or use an authentication app of
your choice to generate secure codes.

 Set up your second layer of security.
Note: As an added layer of protection,
Login.gov requires you to set up an
authentication method to keep your
account secure. This is referred to as
multi-factor authentication (MFA). U (P Seeuntviey

Connect your physical security key to your
device. You won't need to enter a code.

O % Text or voice message
Receive a secure code by (SMS) text or

phone call.

* Select ‘Text or voice message’ option

O E Government employee 1D

. CliCk E COntinue v button PIV/CAC cards for government and military

employees. Desktop only.

O # Backup codes
A list of ten codes you can print or save to

your device. Because backup codes are
easy to lose, choose this option only as a
last resort.

M
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Setting Multi-Factor Authentication

* Enter your phone number Add a phone number

we'll send you a one-time code each time you sign in.

¢ ’ c
* SeleCt TeXt message (SMS) Optlon Message and data rates may apply. Do not use web-based

. (VOIP) phone services or premium rate (toll) phone numbers.
e Click ‘Send code’ button

Phone number

= -

How you’ll get your code

@Text message @ O Phone call

You can change this anytime. If you use a landline number,
select “Phone call”

Mobile terms of service
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Setting Multi-Factor Authentication

D LOGIN.GOV

PHMIA

e Check your phone.
 Enter your one-time code

. 5 E t —t. d
* Click ‘Submit’ button nter your one-time code

We sent a text (SMS) with a one-time code to +1703-300-
5 '0. This code will expire in 10 minutes.

e-time code
Example: 123456

516396

Remember this browser

‘ ¢ Send another code ‘
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Setting Multi-Factor Authentication

° You can add addlthl’lal MFA methOd but l @ A phone was added to your account.
you can skip for now.

* Click “Skip for now’ link.

You've added your first
authentication method! Add a
second method as a backup.

Adding another authentication method prevents you from
getting locked out of your account if you lose one of your
methods.

Add another method

Skip for now
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Setting Multi-Factor Authentication

e Success! You have created your
Login.gov account.

* Click ‘Agree and continue’ button to go
to ‘PHMSA Portal Enrollment’ page. Continue to DOT-PPS

We'll share this information with DOT-PPS:

Q Email address
sjk3: lM@gmail.com Change

A Add a second authentication method. You will have to
delete your account and start over if you lose your
only authentication method.

‘ Agree and continue ’
e ——

Cancel

2
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PHMSA Portal Enrollment

» Select ‘Pipeline Operator/Agent’
option.

* Enter your first name and last
name.

* Enter your address, country, city,
state and zip code.

 Enter your phone number.

* Enter your Login.gov email
address and confirm your email
address.

* Click ‘Next’ button

(A

U.S. Department ol Transporiation
Pipeline and Hazardous Materials
Safety Administration
PHMSA Home | DOT Vulnerability Disclosure Policy
— =
Contact Information Verification Confirmation

Contact Information

Please fill out the following personal information to enroll in the PHMSA Portal.

* Please select the type of user you wish$asanroll { Pipeline Operator/Agent Vi >
* First Nange: |Abc
- Abc
=Us w«k@umn-uu )

* Last Naj
: | United States Alt Phone:

: | MCLEAN * Logi mail: | 1974@yahoo.com
: | virginia Confirm Email; | 1974@yahoo.com
z 122101

: 111 BALDWIN DR.
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PHMSA Portal Enrollment

 Verify your information and click ‘Submit’ button.

U.S. Department of Transportation
Pipeline and Hazardous Materials

Safety Administration

PHMSA Home | DOT Vulnerability Disclosure Policy
— (]

i %
Contact Information Verification Confirmation

Verification

Please verify the information below. If the information is comrect, please dlick the Submit button
below. If the information is incorrect, please use the Previous button to edit your information.

Enrollment Date:  5/19/2025
First Name: Abc
Last Name: Abc

Business Address #1: 111 BALDWIN DR. Work Phone:  (111)111-1111
Country; US Alt Phone:
City;: MCLEAN Login.gov Email: 1974@yahoo.com
State: VA

Zip Code: 22101

By clicking "Submit” you agree that your information will be used in accordance with PHMSA's Privacy Policy (https://www.phmsa.dot. gov/about-phmsa/ privacy-policy).

Back
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PHMSA Portal Enrollment

* Congratulations, you have been enrolled in PHMSA Portal.
* Click ‘Return to Login.gov’ button.

LS. Department of Transportation
Pipeline and Hazardous Materials

Safety Administration

PHMSA Home | DOT Vulnerability Disclosure Policy

=t L —— ™

Contact Information Verification Confirmation
Enrollment - Confirmation
Congratulations, you have been enrolled in the PHMSA Portal.

Please dick on the below button to proceed to Login.gov and then you need to sign out.

f Return to Lugin.gmr‘
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Sign Out of Login.gov

Do you want to sign out of

* Click ‘Yes, sign out of Lgin.gov’ Login.gov and return to DOT-PPS-
button. UAT?

Yes, sign out of Login.gov

No, go to my account page ]
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Return to PHMSA Portal

e Click ‘Return to Login’ button.

U.S. Department of Transportation
Pipeline and Hazardous Materials

Safety Administration

PHMSA Home | DOT Vulnerability Disclosure Policy

You have successfully logged off.

For security reasons, please close the browser window.
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Login to PHMSA Portal

* Click ‘Sign in with Login.gov’ button.

The PHMSA Portal offers two login options: MyAccess for internal DOT wsers and LOGIN.GOV for external users. Select the appropriate method based on your user type.

MyAccess (For Internal DOT Users) LOGIN.GOV (External Users)
« For internal DOT users onky. + For external users with a Login.gov account.
« Login via PIV/CAC card or email. + Login via email and password.

# First-time users must register.
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Login to PHMSA Portal

* Enter your email address to begin.

 Enter your LOgiIl.gOV password.
. . DOT-PPS-UAT is using Login.gov
e (Click ‘Submit’ button to allow you to sign in to your
account safely and securely.

( Signin ) Create an account

Sign in for existing users

[] Show passward

Sign in with your government employee |D
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Login to PHMSA Portal

* Enter your One-time code from
Login.gov Enter your one-time code

e Click ‘Submit’ button We sent a text (SMS) with a one-time code to (***) ***-5670.
This code will expire in 10 minutes.

One-time code

Example: 123456

Remember this browser

‘ & Send another code ‘
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Disclaimer

* You should be redirected to PHMSA Portal’s ‘Disclaimer’ page.
 Click on the ‘Okay’ button.

DISCLAIMER

You are accessing a U.S. Government information system, which includes this computer, the computer network on which it is connected, all other computers connected to this networlk, and all storage media connected to this computer or other computers on this network. This information system is provided for U.S Government use only.
Unauthorized or improper use of this information may result in disciplinary action, as well as civil and criminal penalties. By using this information system you conzent to the following:
1. You have no reasonable expectation of privacy regarding any communications or data transiting this network or stored in this information system;,

2. At any time, and for any lawful government purpose, the government may monitor, intercept, search and seize any communication or data transiting or stored on this information system; and

@ Canﬁe'

3. Any communication or data transiting or stored on this information system may be disclosed or used for any lawful government purpose.
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OPID Registration

* After login to PHMSA Portal, ¢ PHMSA

simply click ‘OPID Assignment

. . 05 PHMSA Home e o
Request’ link under Pipeline  Hazmat Home @ S TIaRe i
ome "
ST eports
DAMIS Announcements
Notifications Date Received  |Message
ODES 2.0 No announcements

OPID Assignment Reguest
P .

PDM - Fipeline
FRIMIS

4 Resource Management PDM Links Create Annual Reports Sav
User Profile

I PHMSA Resources
Portal Feedback Operator Dashboard Link

»
"
0
[
C
L
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OPID Registration

* When the screen opens, Email, Last Name, and Phone Number fields will be populated with values
from a user profile.

* Click ‘Create New Request’ button.

@ Operator ID Assignment Request

Form Approved: 1/22/2020
OMB Mo: 21370627
Expiration Date: 1/31/2023

Motice: This report is required by 4% CFR Parts 191 and 195 Failure to report may result in a civil panalty not to exceed 5100000 for each violation
for each day the violation continues up to a maximum of $1,000,000 as provided in 49 USC 60122,

Please provide the following information. This information will be used to allow for the retrieval of saved or submitted requests. If you currenty have a saved or submitted request, P
these requests will be shown below. If there are not current requests found, you will be navigated to a blank request form. To view a blank OPID Assignment Request form, click

=Email: [sik @gmail.com
=Last Name: |«ims

*Phone Number:  (ii1)i11-1111

e —
WEVRRH] Create New Request ' o Detach

Last Updated Date Operator Name

Mo requests for new Operator IDs exist.




OPID Registration

e Click ‘Edit Form’ button.

Operator ID Assignment Request

Form Approved: 172272020
OMB No: 21370627
Expiration Date: 1/31/2013

MNotice: This report is required by 49 CFR Parts 191 and 195. Failure to report may result in a civil panalty not to exceed 5 100,000 for each viclation
for each day the violation continues up to a maximum of $1.000,000 as provided in 49 USC 60122

A federal agency may not conduct or sponsor; and a person is not required to respond to, nor shall 2 person be subject to a penalty for failure to comply with a collection of information subject to the requirements of the Paperwork Reduction Act unless that
collection of information displays a current valid OMB Control Mumber. The OME Control Mumber for this information collection is 2137-0627. Public reporting for this collection of information is estimated to be approximately 60 minutes per response, including
the time for reviewing instructions, gathering the data needed, and completing and reviewing the collection of information. All responses to this collection of information are {mandatory or voluntary). $end comments regarding this burden estimate or any other
aspect of this collection of information, including suggestions for reducing this burden to: Information Caollection Clearance Officer, PHMSA, Office of Pipeline Safaty (PHP-30) 1200 Mew |ersey Avenue, SE,Washington, D.C. 20590.

Please complete below sections carefully and once completed please click on "Submit Request’ button at the bottom of the page.
@- Represents Completed Section - Represents Incomplete Section

O Step |: Basic Report Information
© Step 2: Description of Pipeline and/or Facilities
U Step 3: Safety Program Information

U Step 4: Contact Information

n'to Status’Page Submit Request Edit Form
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OPID Registration

* Click “Next’ button to complete each step. * Click ‘Finished’ button after completing all
e Click ‘Previous’ button to go to the previous four steps.
step.

Click ‘Save’ to save your changes.

Click ‘Return to Main Page’ to go to the main
page.

STEP 4 - Provide Contact Information

.
save ‘ Finished Return to Main Page
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OPID Registration

* The confirmation page will show your request number.

 PHMSA will review the request and notify the user via email.

@ Operator ID Assighnment Request

Thank you for your submission! PHMSA will review your request and notify you via email shortly.

If your OPID request requires additional information for processing by PHMSA, you'll receive an email alerting you that the status of your OPID request has been marked 'Recpened by PHMSA"

Request #: 27045

To view a PDF version of your submitted application, please click fere!

Return To Operator Request Page
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OPID Access Request

* If you would like to request an © PHMSA

access to the existing OPIDs,

click ‘OPID Access’ link under PHMSA Home @ Pipeline Home
Pipeline Home. > Hacmatums (%) PHMSA Pipeline
o =poris
DAMIS Announcements
Notifications Date Received  |Message
Qo 0 Mo announcements

OFID Access
o Aend ent Reguest

OFID Contact Management
PDM - Pipeline
PRIMIS

4 Respurce Management PDM Links Create Annual Reports Sav
User Profile

[ PHMSA Resources
Portal Feedback Operator Dashboard Link
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OPID Access Request

* Enter the OPID you intended to access.
* Click ‘Add’ button.

Request access to other OPIDs Operator ID | Operator Name | Compliance Officer | Select |

Mo data to display
Please enter the OPID you would like to acc@ Remaov
Don't know the OPID? Click here to look it up.
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OPID Access Request

* The informational message will be shown as below.
* Click ‘OK’ button.

(i) Information =

To confirm and proceed with adding opid, please press the OK button and proceed to the next page via the 'Wext’ button at the bottom of the page and then dick "Submit’,

Your request will be forwarded to the OPID's designated Compliance Officer for Approval.
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OPID Access Request

 Verify the requested OPID information on the right side.
* You can add or remove OPIDs with ‘Add’ and ‘Remove’ buttons.

* Click ‘Next’ button when you are ready to submit your request.

Request access to other OPIDs Operator Name | Compliance Officer | Select |

£l PIOCLEC, .. N O

R&Hﬁ

Please enter the OPID you would like to access.

Don't know the OPID? Click here to look it up.

Q

U.S. Department of Transportation 811
Pipeline and Hazardous Materials Safety Administration '

m CHECK

THE BOX'




OPID Access Request

* Click ‘Submit’ button. * The request will be sent to the Compliance
Officer or Compliance Assistant for an
approval.

Operator Access (=t [} it -~
Operator ID | Operator Name | Compliance Officer | Status Operator/Agent OPID Access Verification Confirmation
L0 2t alls PTLVE) L N Not Yet Submitted
4 | ]

Account Information - Confirmation

Previoug Cancel | @
Your account information has been updated successfully.
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OPID Access Request

* Once your request was approved, you can see your OPIDs on the top right corner of the Pipeline
Home page.

E= An official website of the United States government

2 PHMSA Contact us at : PortalSupport@dot.gov Welcome Test10 Test | Logout

PHMSA Home # Pipeline Home

* Switch Cumrent Operator | 3-F_PSFPLLTIN, LT »

Hazmat H . .
szmat Home @ PHMSA Pipeline Selected OPID: 7 1 F_w
Pipeline Home

Annual Reports

-

N

DAMIS Announcements

Motifications Date Received  |Message ]
ODES 2.0 No announcements

OFID Access

OPID Assignment Request
OPID Contact Management
PDM - Pipeline
PRIMIS

Resource Management PDM Links Create Annual Reports Saved Annual Reports Submitted Annual Reports Training Guide
User Profile

PHMSA Resources ﬂ' @
Portal Feaaback Operator Dashboard Link

N

-

Refresh
Welcome
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